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Purpose
Hospitals face a growing threat from ransomware attacks 

that are designed to disrupt care delivery and may consequent-
ly threaten patient outcomes and hospital finances. While this 
overall phenomenon has received media and research attention, 
little is known about ransomware attacks on hospitals in rural 
areas. This policy brief presents findings from a novel database 
of hospital ransomware attacks, focusing on the frequency and 
characteristics of ransomware attacks on rural hospitals.

Background and Policy Context
As hospitals have increased their reliance on health 

informa-tion technology, they have also increased their 
susceptibility to new cybersecurity risks, such as ransomware 
attacks. Ransom-ware is a type of malicious software that blocks 
users from access-ing their electronic systems and demands a 
ransom (i.e., finan-cial payment) to restore access.1,2 To 
motivate prompt payment of ransom demands, these 
cyberattacks are designed to disrupt business operations. In 
the context of hospital operations, ran-somware attacks can 
disrupt care delivery in many ways – such as by disabling 
electronic health records and forcing clinicians to chart using 
pen and paper; by rendering imaging, lab, and electronic 
monitoring equipment unusable; by forcing hospitals to delay 
or cancel scheduled surgeries; and even necessitating the use 
of ambulance diversion protocols (i.e., when a hospital 
requests that emergency medical services transport patients to 
alternative facilities). These care disruptions have the 
potential to threaten patient safety and health outcomes, in 
addition to hospital finances.

In a rural setting, hospital ransomware attacks may be 
partic-ularly harmful. First, rural hospitals may be more 
susceptible to cybersecurity threats like ransomware attacks, 
due to under-re-sourced information technology (IT) 
infrastructure and staff.3-5 Second, the financial consequences 
of a ransomware attack may be especially dire for rural 
hospitals, given the already precarious financial circumstances 
that many face.6,7 Lost revenue during a ransomware attack was 
cited as a major reason in the closure of St. Margaret’s Health, 
a rural hospital located in Bureau Coun-ty, Illinois.8 Third, 
care disruptions may affect patient outcomes more, if the next-
closest health care facility is many miles away, rather than 
down the street. For example, patients experienc-
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ing acute cardiovascular emergencies (i.e., heart attack, 
stroke, and sepsis) require prompt treatment in order to 
maximize their survival probabilities.9-11 During a ran-
somware attack on a rural hospital, treatment delays for 
those patients may be the difference between life and 
death. 

Despite these potential harms, there exists little sys-
tematic research on the rise of ransomware attacks on 
rural hospitals. Existing work documents the overall 
increase in ransomware activity among health care pro-
viders, without focusing on geography.12 One study 
finds that ransomware-attacked hospitals are somewhat 
less likely to be located in rural than urban areas,13 but 
rural hospitals are not immune from the overall trend. 
Furthermore, they may experience disproportionately 
harmful effects when they are attacked, due to their lim-
ited ability to divert patients or call-in additional staffing 
resources. In this policy brief, we characterize the growth 
in ransomware attacks on hospitals, by rural versus ur-
ban locations. As policymakers increasingly focus on 
improving the cybersecurity preparedness of rural hos-
pitals,14,15 it is important to disaggregate overall trends 
by geographic location in order to design tailored and 
effective policy interventions.

Approach
To assess trends in ransomware attacks on rural hos-

pitals, we used the Tracking Healthcare Ransomware 
Events and Traits (THREAT) database. This data re-
source (created by members of this study team) docu-
ments ransomware attacks on health care providers, oc-
curring from 2016 to 2021. Described in greater detail 
elsewhere,12 the THREAT data combines proprietary 
data provided by HackNotice (a cybersecurity threat 
intelligence company that helps businesses identify and 
respond to attacks) with data from the US Department 
of Health and Human Services (HHS) Office of Civil 
Rights Data Breach Portal. The latter includes publicly 
available information that is collected when Health In-
surance Portability and Accountability Act–covered en-
tities report breaches of protected health information, 
as mandated by the Health Information Technology 
for Economic and Clinical Health Act of 2009. Beyond 
these data sources, the THREAT database also includes 
information collected via supplemental sources – in-
cluding press releases, public disclosure-of-data-breach 
letters, local news reports, and health care trade press 
coverage. For each of the 374 ransomware attacks re-
corded in the THREAT database, we observe the type 
of facility affected (i.e., hospital, clinic, etc…), a list of 

hospitals involved and their geographic locations, date 
of ransomware attack discovery, whether any operational 
disruption resulted from the ransomware attack, and the 
type of operational disruption (i.e., electronic system 
downtime, cancelled or delayed care, and/or ambulance 
diversion).

Using the THREAT database, we identified 160 hos-
pitals that experienced a ransomware attack between 
2016 and 2021 and then incorporated characteristics of 
those hospitals from the American Hospital Association 
Annual Survey data. Using hospital ZIP code, we classi-
fied each ransomware-attacked hospital as urban or rural 
based on the Federal Office of Rural Health Policy meth-
odology, which uses Office of Management and Budget 
definitions of rural (non-metropolitan) and urban (met-
ropolitan).16,17 We additionally identified hospital type 
(i.e., Critical Access Hospital, Sole Community Hospi-
tal, Rural Referral Center, or Medicare Inpatient Pro-
spective Payment System hospital). 

We mapped the geographic location (using ZIP code) 
for each ransomware-attacked hospital, distinguishing 
urban and rural hospitals visually. We also calculated 
descriptive statistics, including the annual count of ran-
somware-attacked hospitals in rural versus urban areas, 
the count of rural ransomware-attacked hospitals by hos-
pital type, and the share of rural versus urban hospitals 
experiencing different types of operational disruptions 
during ransomware attacks.

Results
Our sample consisted of 160 hospitals that experi-

enced ransomware attacks between January 1, 2016 and 
December 31, 2021. Of these, 43 hospitals (26.9%) were 
rurally located. Figure 1 displays the number of hospitals 
experiencing ransomware attacks annually, by rural ver-
sus urban location. The number of rural ransomware-at-
tacked hospitals increased from 5 in 2016 to 17 in 2021. 
Figure 2 plots the geographic location of hospitals that 
experienced ransomware attacks from 2016 to 2021. 
During this time period, 32 states contained at least one 
ransomware-attacked hospital, 22 of which contained at 
least one ransomware-attacked rural hospital.

Figure 3 presents the number of rural hospitals expe-
riencing ransomware attacks, by hospital type. Of the 
43 rural hospitals that experienced a ransomware attack, 
18 were paid under Medicare’s Inpatient Prospective 
Payment System, 13 were classified as Sole Community 
Hospitals, 9 were classified as Critical Access Hospitals, 
and 3 were classified as rurally-located Rural Referral 
Centers.
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Figure 1. Annual Count of Hospital Ransomware Attacks, by Rurality
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Figure 2. Map of Hospital Ransomware Attacks, by Rurality
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Figure 4 displays the frequency of operational disrup-
tions during ransomware attacks on hospitals, by rural 
versus urban hospital location. Overall, the rate of op-
erational disruptions from ransomware attacks was sim-
ilar between rural and urban hospitals (84% and 83%, 
respectively). Electronic system downtime (e.g., inac-
cessible electronic health records) was the most com-
mon type of operational disruption, occurring for 81% 

of ransomware attacks on rural hospitals and 80% of 
ransomware attacks on urban hospitals. Ransomware at-
tacks also resulted in the delay or cancellation of sched-
uled care for 42% of rural ransomware-attacked hospi-
tals and 52% of urban ransomware-attacked hospitals. 
Ambulance diversion occurred during 33% of ransom-
ware attacks on rural hospitals and 32% of ransomware 
attacks on urban hospitals.

Figure 3. Types of Rural Hospitals Experiencing Ransomware Attacks from 2016-2021
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Figure 4. Frequency of Operational Disruptions during Hospital Ransomware Attacks, by Rurality
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Discussion and Implications
Past research shows that ransomware attacks on 

health care providers are increasing in frequency.12 In 
this policy brief, we show that this phenomenon is not 
unique to urban areas, by documenting an increase in 
ransomware attacks on rural hospitals. From 2016 to 
2021, ransomware attacks affected rural hospitals of all 
types, including Inpatient Prospective Payment System 
Hospitals, Critical Access Hospitals, Sole Community 
Hospitals, and Rural Referral Centers. The vast major-
ity of ransomware attacks on rural hospitals resulted in 
some type of documented operational disruption, with 
electronic system downtime being the most common. 

Our study has several limitations. First, we rely on 
the THREAT database to identify ransomware-attack 
hospitals. While this is the only available database for 
this purpose, we acknowledge the risk of omitting at-
tacks that went unreported to HHS and uncovered in 
local or national news reports. Second, the THREAT 
database only allows observation of successful ransom-
ware attacks, rather than attempted-and-thwarted ran-
somware attacks. The number of hospitals experiencing 
ransomware attack attempts (i.e., phishing emails, soft-
ware security flaw exploits) is likely much larger than 
the number of hospitals experiencing ransomware at-
tacks.

While the rates of operational disruptions caused 
by ransomware attacks was similar between rural and 
urban hospitals, rural hospitals face unique challenges 
in dealing with such disruptions and in combatting 
cybersecurity threats like ransomware attacks in 
the first place. Rural hospitals may be more 
susceptibile to common forms of cyberattack that 
exploit outdat-ed software with unpatched security 
flaws because of under-resourced IT infrastructure.3-5 
Compliance with recommended cybersecurity 
protocols can be quite costly, requiring scarce 
financial resources that many small rural hospitals 
may not have available.6,7 Further, even with 
appropriate financial investments, rural hos-pitals face 
additional challenges hiring and retaining qualified 
information technology staff with cybersecu-rity 
expertise. Beyond preventing and addressing ran-
somware attacks, rural hospitals may face more 
serious consequences from operational disruptions, in 
the form of both patient outcomes and hospital 
finances. Rural residents have poorer underlying 
health and greater mortality, compared with urban 
residents.18,19 Rural residents also have to travel 
further to reach their near-est hospital; ambulance 
diversions will increase these travel times even more 
for rural residents, an issue that 

is further complicated by limited (or nonexistent) am-
bulance services in many rural areas.20,21  More research 
is needed to fully understand the unique impacts of ran-
somware attacks on rural hospitals and rural residents. 

Overall, the combination of challenges for rural hos-
pitals related to cybersecurity suggests that reducing the 
threat of ransomware attacks (and other cybersecurity 
threats) on rural facilities will likely necessitate policy 
solutions tailored to the needs and circumstances of ru-
ral hospitals, as they strive to provide high-quality care 
to their communities in an ever-changing 21st century 
landscape.
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